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86. (NEW) A diary archive system for securely storing user diary entries in a location 
physically remote and independent from the user, so as to prevent such entries from being altered 
and erased for at least a negotiated period time, said diary archive comprising: 

a user diary input, for receiving diary entries from a user, and processing the diary entries 

into one or more data blocks; 

a network, coupled to the user diary input, for receiving the one or more data blocks from 
the user diary input and for transmitting the one or more data blocks from the user diary input; 

remote diary archive storage, coupled to the network and located physically remote from 
and operated independently from the user, for receiving and storing the one or more data blocks, 
said remote diary archive storage preventing anyone, including the user, from modifying and from 
deleting said one or more data blocks stored at said remote diary archive for at least an initial time 
period, to provide non-rescindable storage of user diary entries for at least the initial time period, 
where the user negotiates an initial time period with the remote diary archive to reach agreement on 
the initial time period for non-rescindable storage of said one or more data blocks; 

an encryption site, coupled to the network and located physically remote from and operated 
independently from both user diary input and the remote diary archive storage, for encrypting the 
one or more data blocks to create one or more encrypted data blocks, and transmitting said one or 
more encrypted data blocks over the network, to the remote diary archive storage in place of said 
one or more data blocks such that the remote archive storage cannot decrypt and read contents of 
the one or more data blocks; 

a digital signature generator, coupled to the network and located physically remote from and 
operated independentiy from both the user diary input and the remote diary archive storage, for 
computing for the user, a secure digital signature data block comprising a secure digital signature of 
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the one or more data blocks; and storing said digital signature as an additional non-rescindable data 
block with the one or more data blocks in the remote diary archive storage to establish the user is 
author of the one or more data blocks; and 

secure third-party time-stamping generator, coupled to the network and located physically 
remote from and operated independently from both the user diary input and the remote diary 
archive storage, for receiving the one or more data blocks, time-stamping the one or more data 
blocks on receipt, and storing said time-stamp as an additional non-rescindable data block with the 
one or more data blocks in the remote diary archive storage. 



87. (NEW) The system of claim 86, further comprising: 

filing key generator, coupled to the network, located physically remote from both the user 
diary input and the remote diary archive storage, for generating filing keys from said one or more 
data blocks. 

88. (NEW) The system of claim 86, further comprising: 

search means, coupled to the network, located physically remote from both the user diary 
input and the remote diary archive storage, to search stored fiUng keys at said remote diary archive 
storage to select at least one of the one or more data blocks for retrieval of copies of the at least one 
of the one or more data blocks. 

89. (NEW) The system of claim 86, further comprising: 
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a voice input, coupled to the network, located physically remote from the remote diary 
archive storage, for receiving a user's voice and creating voice waveform data; and 

voice recognition and transcription system, coupled to the network, for generating one or 
more text data blocks from said voice waveform data for storage in the remote diary archive 
storage. 

90. (NEW) The system of claim 89, wherein said voice recognition and transcription 
system comprises an independent voice recognition and transcription party, coupled to the network, 
independent of the user diary input and the remote diary archive storage, coupled to the user diary 
input and the remote diary archive storage via the network. 

91. (NEW) The system of claim 86, further comprising: 

a decryption site, coupled to the network, located physically remote from both the user diary 
input and the remote diary archive storage, for decrypting the one or more blocks retrieved from 
said remote diary archive storage, to create one or more decrypted data blocks, and transmitting said 
one or more decrypted data blocks to the user diary input via the network. 
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